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(57)Abstract: 

PROBLEM TO BE SOLVED: To efficiently apply 
copyright protection or other means to various 
electronic watermark systems. 

SOLUTION: Each of supervisory agencies 101-104 uses 
a common watermark imbedding unit 105 to imbed 
information with high immunity to its own agency, to 
distributed input information as electronic watermark 
information. After that, each of the supervisory agencies 
101-104 uses any of A-D watermark imbedding units 
106-109 which adopt an electronic watermark system 
unique to each agency, to imbed other information to the 
information above. When a supervisory agency discovers 
illegally copied data on a network, the agency uses the 
common watermark imbedding unit 105 to extract the 
information imbedded by the common watermark 
imbedding unit 105. Thus, an agency imbedding the 
common watermark can be identified, and the resulting 
data is transmitted to the identified agency. The agency, 
receiving the data, uses its own unique extracting unit to 
extract various information sets imbedded in the data. Thus, each agency has only to manage 
the imbedding unit and the extracting unit according to its own system, and without the need 
for provision of imbedding units and the extracting units adopting the diversified systems. 
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[»#jsi ] «»o««&3»fias*s' M7-*±t- 

A*«f ITi 1 ^f+*Dffif«Sr* l ^W^fei: «fc 
±S2A*««(-*r LTIB 2 oMD«««r» 2 ^WD^iSfe 

■rs«*ftt3S^^^A 0 10 
2 ] ±fdf& l <7>ft*P^©S:*i- 5«««iSSS 

[»**4 ] ±e* i nmmntt* ±k* ^7- 

6 r £ «r«M»i:i-«l»** 1 Km<DltmtQMi'X7J»o 

[if ^8] ±iaJH2<o'»*n*»f4, Sio#Mffi 

K*a^«MMMB*:/l!v*S r k 1 fd 

1 0 ] ±K««W«tt. ±12* 1 tottMltm 

1] iitmn&mmmi** ±bjbi, 12 

^mn^^7!iH^n$^A^iW^^b^^f«niS^^a 

imxmi 2] ±E*ix***2(of+AD#ift*ffii^T 
±idA^ffi^^^D^^{^n^6itj^- : en(c^i-5 
±rdis 1 2 ©«ffl*ik«rfflv^r±iaA*««^ft 

to £ ^-tn^#t<Of+j!ni««<7>««E^tT n^Mi: 

3] aSc(0««ftiS3SB3&s* v b?-?± so 



±iEamsn^»i ^f**D««*^*2<z)aa*fe*# 
iw#js 1 4 ] ±«a* 1 <^«tii^i9:^wi~a±fdiw^ 

^S^B £ ±IBJB 2 6«««LaSSB £ 

±ffi#«««ta»Blffl-Cii««rtT5ii 

l 5 ] ±ffi* l 2 0fttmflm0*tttil 

twsu mis m2<nmmnkt>\z.tbmztitz\f*k 
# *4 , ±t a a * it « iz temnmm* * ^ t * *« s-r * 
m7£^&&±mffin&mmmz&rtft^ k *r#® k-rz> 

l 6 ] A^ilfil^lti l <of+*nflMS*r!B 
l ©WiiD*Si:i: 9 »14*< ft*n+S!B l cof«JP¥i9: 

±fdA2>tif ^d** UTI 2 (Of+*D««Sr* 2 

tc J: <9 Htoir $K 2 ©W»f SI: SrKltfc 1 1 «r*li: 

1 7 ] ±ks5 i (DftjpflMdtt, ±ibjb 2 Wf+ 

l 6!fi«<o«^lSBo 

1 8 ] ±ejb i (omum n&s * *sYy—9 

I w*« i 9 ] ±ksb 2 ^w^ftit * i <Dtmi? 

2 0 ] ±|EJB 2 «)WaiflMBtt. ±fdA^it^ 

2 i ] ±ia* 2 ow*nflM8n, ±fd® i <dh 
tomnxv^^kz&WLk-tzm^i emm^mn 

2 2 ] ±iatB 2 (Dtttojjm*. m i oftja*' 

Bo 

±<o#W«te^3SBt-*ii^»«««^fflv>S - 
®^-rs§S*^i 6fci«oW*«iS3SB« 

Ip 3 !^^ 2 4 ] ±is«*««w\ ±e* i (vttmmn 
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±iajn i x«» 2 (omm^&zm v >r ±KA^«««-ft 

2 7 ] A;*jttr«fw*fr lti i (omumn&n « 
m 2 <ommn*m 2 <nmmi?miz <t 0 ttw-r 2 
2 s ] .bias* 1 2 (of+*n«f«<z5^ttffl 

SJxfci:#tt, ±iaA*««^#br*«£*5«>o^t«> 

# 1* . ±1 a a -h it « t - ttft*o m « a* ft ^ t o t ipj jrr 5 

[flljftJf 2 9 ] A*«P «M# ITI l wft*H»««r» 20 
tt»<f+*Pi-S«l (DtttMQMb* 
±EA*»*I^ UTM 2 OftjtoflMBfcf+JD-f 5!£ 2 <7) 

[»#«3 0] A**«*»b«10f*ai««*:ttffl'*- 

±ia»3£*jxfc»a#*J- J: 15 ±iEA*««^e>* 2 o 

f+*DflMB«r»U-f«JS2 ©M^li: SrHlTtSt*^ 30 

y p >/ 7 ^ £f en u it 3 > tr » - * 5 ^mft ia« 

[00 0 1] 

* * ^ * /vflf J*?*- * A* flMB*w*^aj6* L ^ 
[0 0 0 2] 

$6iSte*L<, £^7-*, Mft^-^. W/^-* 
;b*x<5<fc ptdftoT^Tl/^o rc^ct 5ft7 — ^lif>f 

mtmzfem-tztzzb^, molt— &^wt*?— *<o* 



[0003] m+j&fri-bn. ®ffe7*— 

—*<o*p\c^ AfW^>a«:-^KSt"Ctte«fc"e#ft^^i: 5ft 

SiJ<Z5«««r«*>(c«|a«>i&tpfi«t?*>6« rot^t 

[0 0 0 4] r^J: ?ftM^^>L(:::£#>fb;Jx6f$ 1 (7) 
ffi#&£nfc«Ari s fc1£T*#ftV\ BP*>, tc<0 

4>, S«>ii*n^««*S5fe^fti^fCfcS (lit 

(WAS) o 

[0005] m*mfri-izj&tbbtizz.tib<Dgim^ 

t ft D°pg^W^ * feSftiitp if Aft^ S/ >ft < ft 5 
[0 0 0 6] #flttD&Jhilj«L^0iJ(C^5i:. If- 

Ttflco«t 5ft«^^*»^*o?>tLT^So ^raj^ligc 
^a*iitp**oWi: ITU, ^y^y-^fcj:^^^ 
i: UT I BMcD^x*: (W. Bender, D. Gruh 
1, N. Morimoto, Techniques f 
or Data Hiding, " proceedin 
gsof the SPIE, San Jose C 
A, USA, Februaryl995) -^G. B. R 
hoads.W. Linn: "Steganograp 
hy method employing embed 
ded" , USP Patent Number5, 6 
3 6, 2 9 2ft£ftfS*£<f btt^o 

[0007] %tz, m&&mmzmtb&&tt<DMk l 
-ctt, mm***-* >-m&zmm-rz>i><nk ut, ntt 
o*^: (**t, 'Km, i^n. " : T4i?*/\'mfo<Dmftm 

CIS' 97-26 A, 1 9 9 7^1^) COMIC, Kft 
7— y ^SEtfeSr^iJffii-St^t UT, KtB*:o** (^c 

" PN^?i||cJ:5I«^S^Uf* 
«fe M , SCIS' 9726B, 1 9 9 7^1^) ^ | 
ft^x-^l/y NSMflJltSt^i UT, HI, 
^£7)^ (^T^ s «# % " 

, SCIS' 97-26 D, 19974£l£)& 

i/^Tco^^: (" ^i^i/yhjftci^T'r^ 
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s<* H4(CoV^T-" , UJ#, SCI 

S' 98-3. 2. A, 1 9 9 8^1^) ttX&mfb 

[0 0 0 8] £l±<DJ:otf:ttte. «^-»*»L<offi*5>5& 
J4, «g,R*{brt / >^v^SillFf^ssg< , raft****:^ 

[0009] rixb<^«^-a^UttS*j&*ix 

^i-6a««>a*(c*ri-5ii8tt**< i-^^*t?*>5o 

[ooio] a*w^3»ff«i«:««-rsfc«>iw, 

[0 0 1 1 ] 

[0012] ®m^a^Lco«m^s^*"^(cfT^^ 

[0 0 13] *«WttJiE^raJHjSJc«^.T<c$ixyi:<> 



[0 0 14] 

<c<tfc-o©«f«8«ii»fiic, A*W«iw*i-L-cssi 
[0015] *«ii:J:5tewfflf*«Lli/^fA 

nm*»e> $ 1 <ommm&m 1 ^tttH^&ic * v mm-t 

[0 0 16] *ISWIwJ:5i»««iS3Sfi^i3V^"C 
J4, A*««^»LT»l^f+An«««:*l^Afl*jSfe 
KJ: 9 »tt»<f+«I-rSJBl ©ft»#« fc, -bfdA^til 
IT tR 2 <DWaiflMB«r!B 2 <7>{^D*ffitc J: 9 f+*p 

•r 5 m 2 owio** * *:» »t t ^ 5 o 

[0 0 17] *«Wt-«t5ffllCOfl»««l3l»B(C*5 

v^rii, A^««(c*ruT*i<o{^D««^»ioi*a 
&m 2 <D«a**iw d; 0 ttaitsf 2 o^tti^ ^ £12 

[00 18] **W^«t5K»Kfrfw*5^Ttt, 

A^tf mztt in 1 ©ft*n»««riHtt3i< ftan-r<5JB 

[0 0 19] *«WJCJ:a«&Oia««»C*5V^T 
14, A*«f*^b* 1 W^»«S:ttfflt5S 1 ©«ta 

[0 0 2 0] 

i&w<Dmm<DBm] 1 <n^n<D&m) mm, * 

^ii^m^a^L^^(4, ^mfLXfigl^r^ 
[0 0 2 1 ] 12 1 d&^T, 10 1-10 4Wj:5i 
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7jk-r o »1 0 1-1 0 4d*5ltS#l 0 5 

S&fi^&aS^Lffl&Sfi"?*)^ 10 6-109 

&>5 0 l l Ofi#«H&ojfeC*y El 
^l4Uftv^s#«Hi 0 1-1 0 4iirco^>^ h!7 — ^ 
1 1 OJcS«i-Sii(t#©Sr*L"Ci/^o 
[0 0 2 2] ^ii^ri* LM&mWi 105 T*fTfc>H£^i§ 10 

(i) *ii<o«^-a*>u*i, Jt«W^*v^flMR*T?»tt 

T«*a*»L*r«a-es s 0 

(3) ^ii^m^a^Uli, '>4<tt#t : ?-8^L* 

(4) *a<z>«-7-a*»utt, ^wBa^^a^^L^^ii 

[0 0 2 3] Jifeo»»«:t>o«^a^L^ UTfi«-«r 

^:0#ihiljc0®^x — 8 x 8©^<^>^d 
j/^l:»JIU n y^SCDCT (D i s c r e 

Sfe^tf y h=0<OH# c {u, v} 
W«ftO*) (2) 

146^^^=!^ c {u, v} 
<Dft%C<Dj?) (3) 
fctt**fls«:fTV\ c {u, v} &M#>&fr&<Dm%ck 30 

[0 0 2 7] ^CO^n y^»«ri»a««7 0 3 

^rffl^T IDCT (InverseDCT: igDCT) 

^fToT, 8 x smmco-ya y?\zmi>. zti&wmrfL 
-rso r^aot, «^-a^L3ftSffi«)ii*tt^:iij«y 

[0 0 2 8] «^aa>L<fctea£fT5 4&*l4. El 7 

(b) ^a^uam»a^*5v^r, ±fMrt&y sr-hie® 

fife3E»*7 0 1 fcA^LT. Pli(ODCT$:ltDCT 
■«»yoy^»d»6«-7-a*»L*4a»7 0 5^J:f9, fll 40 

b • h< c fu, v} ^ (b + 1) • h (4) 

[0 0 2 9] -<Di&lb&tti£lClS\,*Xffi&&&K1-Z> 
^bffiftii^^fT? lo^DCTBft*l«tSi# 



ateCosine Transform: 8tffit#)=iU- 
CTBS^y^ DCT«»^oy^<01«SS:DC 

[0 0 2 4] m7 (a) tt±iaaa»Lffli&36B*;^U 

7 (b) jijtsaad^aaiisa^^i-o (a) o8*» 
Lai&««ic*5v^r. A^®^x^®^sm§§7 o i 

ct^DCT^l, t^^feSDCTM^ny^ 

tf8^LIAMS7 0 2m A^^tltDCTi 
R^ny*#a>*TN S«>iit?DCT«ft^n j/^Sr l 

[0 0 2 5] fiaj^U, M^u, vOfitl:fc5DCT 
«««0flff£s {u, v} % t^fy^hi:^ 

oxii i ^S^i^tfo 

a - h< s {u, v} ^ (a + 1) • h (l) 
[0 0 2 6] 

= b- h + h/2 (bliaXlia + 1 
=b-h+h/2 (bttaXtta + 1 

[0030] ±ffi^s«>i&^5t"riia«-t--5D 

CT«yn^ v Rt/a«>atfDCT«fc*rloi: L 

*£v^ iS(^DCT^»i:|S]i:^y h^riftii^ 
[0031] s«>iitftrs/ hSfczmvtriEn^ 

<«>DCT«ttS:fflv^ri^i:fcr$/ H^^^i^^^ic, 
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[0 0 3 2] \£±<D£5ti:W&Z&it-$-Z¥m*. DC 
[0 0 3 3] El 1 £#SSLTffi#i£^Jil£ffc9! 

iH9*ft£, f§f¥<£>fc#>t- oo, oi, 10, nil, 

0 1-1 0 4^t5 2t^> btotttmb-tZ 

{&<Dm&&&fe^z^ki>-ezz>~tnmt>frx-3b 10 

[0 0 3 4] &mffll 01-10411, Ifi^tuS^- 
*i-*tLT_Lfe (1) - (4) <OW»«:toij5H4<?D3Sv^ 

&^fi 1 0 6-1 0 9 £/fl^Tffi<0««£ffii&£ir o * 

tu^, mtb&frmftte&ic-tzz. Ht#So ^fc, & 20 

[0035] m 2 am i <nnM<DMm<D o t^m^aa* 
L^ata^M-rsw^^^i-o H2{c^oi>T, 20 on 

*t— ttft 1 oWiaiB-C* 0 , 2 0 1-2 04liil 

cD&mm 101-104 icftfc'fz>&mM&<nn'T-Tgifr 
Lg£m^giT**>So K-sa«H2oo«:, mio^ii 

aa»US&Kfil 0 5^*fJCi-5*iia*»Lifitti36tt2 30 
05^tl, #ttlBS 2 0 1-2 0 4 ttBJ 1 CO A-DS^ 

tsiisii 06-10 9(w^/s-r5#m^-a^^L^ 

tCj:SA— D5g^L'ttaiSIB2 0 6-2 0 9^tLTV^ 
5 0 2 10li»2 0 1~2 0 4^<^yM7- 
i/T^L^V^#ii2 0 1- 2 0 4lt r 

<o*y yy—? 2 1 oiwj»«ti-5ai«^S:Wbrv^ 

5o h!7-^ 2 1 0fiBl©*y M7-^ 1 1 

[0 0 3 6] J£AT, 0 2i:i:fctta«^a*»L<O«ffi^ie 
SriftW-rSo M«2 0 0lt *yh!7-^2 1 40 
0-caiiXfi^Jffl*ixTv^'7 f — ^coK««:fTPo 

wstb^-g-ji, #-aaa»L»aj»2 0 ss^^-c^a 
[0037] ^-^^i^btL^glii, #«Bl^icom 

^^ i b^^>A-Da?i' i bttttJ^S2 0 6-2 0 9^ 
[0 0 3 8] **tfiw»»*cj:ntf, »*6tt-T-***s so 
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[0 0 3 9] a*»U^3B^-e#<C3&*o^#'&(0^ 

UfMftasig JL"C§F tt*»o ^r^f-^l:^ 
*?^baa»Uil«as*a»o;fcoa» % fdi<7)^-^:tcJ:ora 
t5> L^jg^ji^ttTV^ 5 tf>?K a^ J: o 

**r*»t J: ot»lt S r t liB«t*)5. 

[0 0 4 0] ft«J^>^HIf-<tor*ii(7>«^a 
a» Ud «fc 58*» UJMRaMSffl »ft*»baA> 

*&*s#v\ t£oT, *ao«^aa>L#5£icJ:5aa» 

[0 0 4 1 ] cfcoT, rco^^^^(c«toT^ttlgi^¥ 
aiw»6«^a*»U**«r^v^ J:9 t*fftt*je*tt 
^f^]±ltv^r^5fi^ o « % *Xi£0>jefR-Cf4 4 

[0 04 2] (fg 2 <£>3S«!0)fl5*) 0 3 (1, *3&1E<D!g 

2 co ms^flgi- j: 6 it «*g« > * 7- a ** £ «^a 

^113 0 OO^riSfT 5 5o 3 0 1-3 0 4 

(i, m i cd^«^ 101-104 T^^n^n^aa^ 

LSiiSSBi 0 5«rBhv^ae©*^-a*»L***cJ:« 
A — Da^USi&3Sfil 0 6-1 0 9GQ^£t>o#8g|§ 

[0043] ft, *iiffi«>^«BB3 o o t urn, * 

WM»Ba s #X. b*U 30 l-304^LTti, 

#iiffl«>&*«M3 o ociotfi^ti^m 

^fI^a7^ l** t #«ma s omT-aa> u** ^ 

So 

[0 0 4 4] w<0*&l**ttllJB3 0 1 -3 0 4 («*^ 

a^usi&asfii 0 5ia5i^MirW6o «h 

3 0 Ott^a^m^a^L**^ J:o-CBr3£<o««Srffl 
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3 0 1-3 0 4 tCigff t6 e *«B8 3 0 
1-30 411 *fr?tl&£<Dm*&frLtt^£Z>A 

[oo45] *mm<omm(om i nmMcD&m^M-tz 
&&mm 301-304 \c<&m-f z>&m&fo^<ox+$:± 

[0 0 4 6] £fc, mic0^^ff^i:^L^^t 
#X.^tl-5o 0»Jx.tf, E!3fCioV>T^^3 0 1 t 3 0 2 
(i^l ^^JS^Sir^^^^Jl^^^taiZv^® 1 0 5 
^r^o^coir-r^o #fci!S^ l 0 

5^^Ffc/^V^K3 0 3 t 3 0 4frt^CO^ffid:(^^ 
(D&UISrfT?^ &iii§^LJSi£i!B l 0 5 £t>o$£[H 20 
101HO 2fi^iicom^S^b^tcJ:6m^^ 

cDti^^^^mi (D^m<Dmm<Dx o^&mmftxrr? 
[0047] m4nm2(Dmmmm^x^mm^^>^ 

#fcaa^UI&$lgl 0 5(c^i-5^iltl^^e2 0 
Sir. #aHl^gcom^^b^tri:5A-DSiA^ 
11 0 6-1 0 9 iZZtfc-tZ A-Dttai^M 2 0 6-2 
0 9$rtt6 o 2 1 Ott^y — ft, E!^ 30 

iti/^v^ia 1 xtemi3<D&mmi o 1 - 1 o 4xa 

3 0 1 -3 0 4*SW*2/ h!7-^21 0lil8MfcSJxT^ 

[0 0 4 8] J£AT\ H4^*5«tS«T-a*»L«>»tH*« 
SrKW-rSo «H4 OOfi^y h!7-* 2 1 0T?SEiiX 

[0 0 4 9] ^HJfeO^ffitCjZ^ix^^Ar^i, 1 OCT) 

[0 0 5 0] fc*:U «£-S»«Htt*ft*^?>±-C^* so 
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^a^m^-aa* <t £ aa> utf^^ <t oti^ 
[0051] (S3 (omm<omm) m 5 1 auqa 3 

(^tStfSTj^oitH^itS^^^to 12 5 
l^l^T, 5 0 1-5 04 (i^ilSTi^ Lii^M 1 0 5 

ic#jt-rs*aa*»Li4ai3sa2 0 5 

S^-a^L^icJ:^>A-D^SI@ 1 0 6-1 0 91: 
Mt6A-Dttaiil2 0 6-2 0 9^^Wt5o 
[0 0 5 2] J£*T\ H5»C*Jrt-S«^a*»U<DttUi#IB 
Sritt^i" 5, =&iil5 0 1 -5 0 4li*> h!7-* 2 1 

O^iiX^Jffi^ttTi^T 5 — ftomM&'noo *v 
^^nyt^fi, #aaa»UatiJ3£iE2 0 5Sr^v^T#t- 

«©jEFat»jEsnfc»*f±, BttBaaaoa^Lttu 

glBfcJ; 9«aj£fT? 0 flMilH-C*>*»'frtt* «R^« 
[0 0 5 3] «S«li:J:5^fAt|j:, ift 
r^v^-r-Miia l &t>*[3 3 0<^^<7>Sa6iZ^'>*^ 

An.t»ja?Rrffi"c*)So 13 2. 04 i Rxtm 

[0 0 5 4] £*L, HI 2, 13 4, ®5£»^LfcJ&llBfc 

r , «H2 0 0 tt» 2 «o*ffi*>fl*l»0>«|i8 3 o o <n x b 

\Z±X<DA~~ DS^tftlliSII^t)*), #8il§2 0 1 £ 2 
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